
O/o Deputv Sireclgr: D.epArtlnpnt o.f Schqol Edugetion.Bila.S-p.ur (Hf J
Office address: O/o Dy. Director School Education, Bilaspur, Changer Sector Near D"C

office, BilasPur-174001.

Ref.EDN-DDHE(blp)- lT- Misc. qf lX-

To

Date: 151912025

Subject:

The Principals & Headmasters

GSSSs/ GHSs/Private Schools

Distt. Bilaspur, Himachal Pradesh.

Request for Awareness and Precautionary Measures

regarding fake APK files circulated on Whatsapp Groups'

Memo,

This is in reference with letter No. cR/M andi/25-452515A

dated 1,1.-g-2A25, received from Additional Superintendent of Police, Cyber

Crime, Police Station Cqntral Range, Distt. Mandi, regarding the subject cited

above. ..

ln this context, Some urgent preventive actions have been

suggested and all the Heads of schools are directed to go through the contents

(attached) and awaref circulate the attached advisory among the staff and

aware the students too in this regard.

Encls: Letter and AdvisorY.

Bilaspur, District Bilaspur

H imacha I Pradesh-11 4O0]-

Dy. Director S6cor\dary Education
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#SMalicious APK*aqra - Scep by Step Ernergency Checklist

lB Step l:$a{r{'fi'wq
' dq[gfr ffiT wi-Fi, fu{obile Dara e#t Bluerooth EiE Ent / Aeroplane

Mode oN st efu sltvt znl Afa Mm $14 * ren:ove ;fi-t r

. ffifi-r;, gfro qr stqm qTRqT q artq q d.t r

@ Step 2r QqFrdtq
. Serrinss --+ App* --+ [r1-*-Erer {q] + Uninstall m? r

r Grrr< Uninsrall q d --+ Safe Ivlode d qrq.t frdl
. Settings + Apps -+ Permissicns --+ gtfr Permission qq et t

. Sertings -+ Security --+ Device Admin Apps --+ s{;tGtFI Q"q FAEI
? st"p s: de cfu €rfl .i" g.tfka st
. frrft ggt g{Ra *qrrnFiil{n S:

-, Banking Password, UPI plN. DebitlCredit Card PIN e-q-A r

-, Trvo-Factor Authentication (ZfA) ON qtt
. A-cF # Fraud Helpline qr qtd +-{fr qr=renrfr t r

. SMSlEmail tR ql*Er&&$ir-df *o*-*i€r
[f Step 4: *dr{f, *1 srq' at
. M-Kavach App {s{+l-fr g{fr{T Qql gda .nt t

. erq**t{Bl Scan *tr
" cfr r* Riskylunknown App. d G-€ g.ia netere ent r

ffi srep 5: ttftEqfrfrqq-re{T

' Settinss --* "lnstall unknown apps" OFF d I

. Goo€lle Play Protect ON cd r

. SMS/WhatsApplTetegram/Email * ffq'ApK ft{'a w .ntfr R-m q
qtr

. frfr e{-qirsc ff Activity Regularly f,o. 611

$ Step 0: gfr*nrn:a rtff
--^n. ^o" ^. 61TT ITT Social Media Platforms (WhatsApp, Telegranr, SMS,

Email, Websites) * oiig qq ffid q EFt r

" R* Google Play Srore {Andraid) "fi{ 
App Srare (ioS} €'# Eq

srs{ds6tr
. fu.s r* arg &. Remote Access Apps (AnyDesk, TeamViewer

*tTfr) R-* eEa Trc-t 6Rq * ocft g€ta q ent I

'11, SteF 7: SMS gf,T Catt F<rrwarding tamt
* Setrinss -+ Call/SMS -> Forrvarding Options { cig I

' ffiB- Message Forwarding oN *q$t t

" t€ fu Catt Forwarding oN * tr# fr I

. srrR ON Fl ni €{a CancellDisable 4t t


