0/o Deputy Director, Department of School Education Bilaspur (H.P.)
Office address: O/o Dy. Director School Education, Bilaspur, Changer Sector Near D.C
office, Bilaspur-174001.

Ref.EDN-DDHE(blp)- IT- Misc. ug |+ Date: 15/9/2025
To

The Principals & Headmasters
GSSSs/ GHSs/Private Schools
Distt. Bilaspur, Himachal Pradesh.

Subject: - Request for Awareness and Precautionary Measures
regarding fake APK files circulated on Whatsapp Groups.

Memo,

This is in reference with letter No. CR/Mandi/25-4525/5A
dated 11-9-2025, received from Additional Superintendent of Police, Cyber
Crime, Police Station Central Range, Distt. Mandi, regarding the subject cited
above.

In this context, some urgent preventive actions have been
suggested and all the Heads of schools are directed to go through the contents
(attached) and aware/ circulate the attached advisory among the staff and
aware the students too in this regard.

Encls: Letter and Advisory.
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Dy. Director Secondary Education
Bilaspur, District Bilaspur
Himachal Pradesh-174001.
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The Deputy Director Higher Education. \,Q G’l:—;\

District Mandi, Bilaspur. Kullu, Hamirpur and L&S, H.P.

Fasis . AN
Subject:  Request for Awareness and Precautionary Measures Regarding Fake APK Fife \\\%\

Circulated on WhatsApp Groups.
Respeeted Sir/Madam,

As you arc aware, incidents of cybercrime are increasing rapidly in Himachal Pradesh.
Recently. the Cyber Crime Police Station, Central Range Mandi. has received multiple complaints
reoarding WhatsApp account hacking. financial fraud. and mobile phone compromise. During inquiry. it
was found that sev cml individuals had unknowingly downloaded and msta!lcd fake/malicious APK files
circulated through WhatsApp groups. Though shared as lwngg,m.ii dtmm thcsu {xlu were m iau

malicious programs designed to steal personal mimnmpgn"‘u@\mvmmmwf
oh
cported examples include:
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o customercarc.apk o e 38‘7‘0 S\
i yiary :
« RTOchalan.apk T2 ) u o 0”.2\
« Vahan chalan.apk N\ o il
« Invitationcard.apk N\ &
\\, Bt Him: chal /:;’

o SBlcard.apk S
In light of these incidents. you are requested to take the following urgent preventive actions in your
.\aEum!/immutmn.

1. Awarcness among Staff and Students: Disseminate this advisory immediately among all
Principals, Headmasters, teachers, and staff under your jurisdiction.
2 Circulation of Attached Advisory:
Share the attached Cyber Advisory with staft, students, and parents.
f-ncourage parent-teacher associations o further spread awareness.
Display advisory posters/notices at prom inent places such as school not ice boards.
librarics. and community centers
Direct Immediate Action: Instruct mdmdual\ who may have already downloaded such
APK files and are experiencing suspicious activity on their devices 1o immediately contact
the Cyber Helpline 1930, the nearest Police Station. or the Cyber (nmc Police Station,
Mandi. HP.
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These measures will play a vital role in safeguarding students. staff, and the general
public {rom eyber frauds and financial losses.
Fonels: Advisory Your sincerely,
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Additional Superintendent of Police
Cyber Crime Police Station
Central Range. District Mandi. H.P.



EMalicious APK & & - Step by Step Emergency Checklist

@ Step 1: g¥d T STU
« HiE18d 1 Wi-Fi, Mobile Data 3R Bluetooth &g @< / Aeroplane
Mode ON &% 3R SIM @l gid AlaTSel hi9 & remove &3 |
o difchTr, S a1 Fige Hifsar d A= T &2
@ Step 2: U geTd
+ Settings — Apps — [21& a1 UU] — Uninstall &2
* 3R Uninstall 7 8 — Safe Mode ¥ ST 2T
» Settings — Apps — Permissions — @ Permission &g &< |
» Settings — Security = Device Admin Apps — 351 U g2V |
¥ Step 3: deh 3R Sfap13e GRIGT &
o et R iRl HiaTge /e :
> Banking Password, UPI PIN, Debit/Credit Card PIN & |
-~ o Two-Factor Authentication (2FA) ON &3 |
« & &I Fraud Helpline UR @it hdh SR & 1
» SMS/Email W 314 aTel sk HAE ek e 3@ |
0 Step 4: TS <hl TTH he
« M-Kavach App (STl GRaf UU) STl e |
* 30 Wi &l Scan &
» St ot Risky/Unknown Apps &f 32 ¥ Delete 1|
" Step S: wfasg o forg granm
» Settings — “Install unknown apps” OFF Td|
» Google Play Protect ON & |
» SMS/WhatsApp/Telegram/Email ¥ 31T APK fefer 1R &of} farer 7
| '
» deh 37RISC T Activity Regularly ek &
© Step 6: gAT ATE T
o ot oft Social Media Platforms (WhatsApp, Telegram, SMS,
Email, Websites) ¥ 31T UU §& [l 7 9 |
» % Google Play Store (Android) 3fR App Store (i0S) ¥ & tu
SRS B
o foReft oft a8 & Remote Access Apps (AnyDesk, TeamViewer
H1fe) o1 Igd T8 BRUT & oft il Tl
" Step 7: SMS 31k Call Forwarding Teh e
~» Settings — Call/SMS — Forwarding Options H U |
» 34 foh Message Forwarding ON @l 781 &1
» 3@ fF Call Forwarding ON arTE gl
« 3TR ON 8l al gZd Cancel/Disable &3




